
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.8
(tD#22233)

MEETING DATE:
Tuesday, June27,2023

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-324: Riverside University
Health System, Public Health Follow-up Audit, All Districts. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternal Audit Repoft 2023-324: Riverside County University
Health System, Public Health Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Perez, seconded by Supervisor Spiegel and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes:
Nays:
Absent:
Date:

xc:

Jeffries, Spiegel, Washington, Perez and Gutierrez
None
None
June 27,2023
Auditor-Controller

Kim A. Re
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

FINANCIAL DATA Current Flscal Year: Next Fiscal Y€ar: Total cost: Ongolng Cost

COST $0 $o $0 $o
NET COUNTY COST $0 $0 $0 $0
SOURCE OF FUNDS: ruIE

Budget Adjustment: No

For FiscalYear: nla

C.E.O. RECOMMENDATION: [CEo use]

BACKGROUND:
Summarv
We completed a follow-up audit of the Riverside University Health System, Public Health. Our
audit was limited to reviewing actions taken as of February 15, 2023, to correct findings noted in
our original audit report 2022-017 dated July 12,2022. The original audit report contained eight
recommendations, all of which required implementation to help correct the reported findings.

Based on the results of our audit, we found that of the eight recommendations
. Seven of the recommendation were implemented
. One of the recommendations was not implemented

lmpact on Residents and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternal Audit Repoft 2023-324: Riverside University
Health System, Public Health Follow-up Audit.
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COUNTY OF RIVERSIDE 

Internal Audit Report 2023-324: Riverside University Health System, Public Health, 
Follow-up Audit 

Software Access Rights 

Finding 3: Timely Termination of Access Rights to Data Applications 

"Twenty-five (66%) out of thirty-eight terminated employees did not have their access 
rights terminated or disabled within 24 hours of ending employment with Public Health. 

The average time lapsed to disable active directory accounts was 27 days with the longest 
time lapsed being 103 days and the shortest being 3 days. Additionally, one out of 38 
terminated employees reviewed still had access after employment ended as of the time 
of testing (December 2021). County of Riverside Information Security Standard vl.0, 
Section 4.1, Account and Access Management, states, 11Accounts for terminated or 
h·ansferred employees shall be disabled or removed on the day of termination or 
h·ansfer.11  Public Health does not have written policies and procedures that detail the 
process and requirements for deactivating user accounts when employees end 
employment with the department. When an account is not closed immediately after 
employment has ended, there is a security risk to the information maintained in the 
systems used by the department. Given the sensitivity of the information Public Health 
maintains in their systems, safeguarding sensitive information need to be of high 
priority." 

Recommendation 3.1 

"Ensure the department is disabling active directory accounts on the day of an 
employee's termination or h'ansfer from the department as required by the County of 

Riverside Information Security Standard vl.0, Section 4.1, Account nnd Access 

Mnnngement." 

Current Status 3.1: Not Implemented 

Our review of the active directory from the audit report date noted 4 ( or 57%) out of 7 
employees sampled who were no longer with department did not have active directory 
access terminated in a timely manner (within 24 hours). The average elapsed time was 11 
days, with the longest taking 40 days and the shortest taking 5 days. However, 
deparhnent currently implemented a new policy and procedure that if followed, will 
help implement the recommendation. 
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