SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM: 2.15
(ID # 13306)
MEETING DATE:

Tuesday, August 25, 2020

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: Internal Audit Report 2020-016: Riverside County
Executive Office, Countywide Procurement Card Audit, District: All. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:
1. Receive and file Internal Audit Report 2020-016: Riverside County Executive Office,
Countywide Procurement Card Audit.

ACTION:Consent
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

BACKGROUND:

Summary

In accordance with Board of Supervisors Resolution 83-338, we audited the Riverside County
Executive Office to provide an independent assessment of internal controls over the use of
procurement cards.

FINANCIAL _ ‘ _
Current Fiscal Year: Next Fiscal Year: Total Cost: Ongoing Cost
DATA
COST $0 $0 $0 $0
NET COUNTY COST $0 $0 $0 $0

Budget Adjustment: No
For Fiscal Year: N/A

SOURCE OF FUNDS: N/A

C.E.O. RECOMMENDATION: Approve

Impact on Residents and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Additional Fiscal Information
Not applicable

ATTACHMENT A.
Internal Audit Report 2020-016: Riverside County Executive Office, Countywide Procurement
Card Audit
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COUNTY OF RIVERSIDE
OFFICE OF THE
AUDITOR-CONTROLLER

County Administrative Center

4080 Lemon Street, 11t Floor Paul Angulo, CPA, MA

P.(. Box 1326 : : i
R d ditor-C
Riverside, CA 92502-1326 verside County Auditor-Controller
{951) 955-3800 Tanya Harris, DPA, CPA
Fax (951) 955-3802 Assistant Au  or- ~ ntroller

August 25, 2020

George Johnson

County Executive Dfficer
Riverside Co ity Executive Office
4080 Lemon Street, 4th Floor
Riverside, CA 92501

Subject: Internal Audit Report 2020-016: Riverside County Executive Office,
Countywide Procuren nt Card Audit

Dear Mr. Johnson:

In accordance with Board of Supervisors Resolution 83-338, we audited the Riverside
County Executive Office to provide an independent assessment of internal controls over
the use of procurement cards.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform theaud’ toobtain sufficient, reliable, relevant and useful information to provide
reasonable assurance that our objective as described above is achieved. An internal audit
includes the systematic analysis of information to evaluate and improve the effectiveness
of internal controls. We :lieve this audit provides a reasonable basis for our nclusion.

Internal ¢ 1trols are processes designed to provide management reasonable assu nce of
achieving efficiency of operations, compliance with laws and regulations, and reliability
of financial and non-financial information. Management is responsible for establishing
and maintaining adequate 1ternal controls. Our responsibility is to evaluate the internal
¢ ntrols.

Based upon the results of our audit, we identified opportunities for improvement of
internal controls relating to restricted use of procurement cards and : ppot ag
documentation requirements _r expenditures.



Inter--1 Audit I’ port 2020-016: Riverside County Executive Office, Countywide
Procurement Card Audit

As requested, in accordance with paragraph [I1.C of the Board of Supervisors Resolution
83-338, management responded to each reported condition and recommendation
contained in our report. Management’s responses are included in the report. We will
follow-up to verify that management implemented the corrective actions.

Paul Angulo, CPA, MA
Riverside County Auditor-Conftroller

B sillas, CPA, CRMA

o

Chief Internal Auditor

cc: Board of Supervisors
Grand Jury

Pag



Internal Audit Report 2020-016: River 'le County Executive Office, Count w~ide
Procurement Card Audit
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I ernal Audit Report 2020-016: Riverside County Executive Office, Cou tywide
Procurement Card Audit

code, which is a four digit code assigned to a merchant by its merchant bar . This code
identifies the type of business the merchant conducts.

For the period July 1, 2017, throug® December 31, 2019, the procurement card program
had expenditures totaling $13,889,173 (See Table 1 for total expenditures by merchant

ategory) for 33 departments. We selected 12 departments with expenditures in the audit
period. These 12 departments represent $9,720,423 of 1e $13,889,173 expended through
the county’s procuren nt card program during July 1, 2017, through December 31, 2019.

Te le 1: Countywide Procurement Card Transactions

Countywide Procurement Card Transactions
(July 1, 2017, through December 31, 2019)
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Internal Audit Report 2020-016: Riverside County Executive Office, Countywide
Procurement Card Audit

Procurement Cards

Background

As of December 31, 2019, the Riverside County Executive Office (Executive Office) had 3
active procurement cardholders. For the period J1 * 7 1, 2017, through Dece ber 31, 2019,
the Executive Office had 1,220 procurement card transactions totaling $221,916.

The chart below illustrates procurement card expenditures by category fi the audit
period in the follov g categories: hotels, business expense, office supplies, airline,
eating/drinking, oftice services, wholesale trade, other, op ‘ations/supplies, other
travel, vehicle expense, rental cards, mail/telephone, medical. The ../e largest
expenditure categories which make up 82% (or $182,183) of the total procurement card
transactions include hotels at $79,192, business expense at $29,716, and fice supplies at
$26,795, airline at $24,081, an ~ eating/ drinking at $22,449.

Executive Office rocurement Card Transactions
(July 1, 2017, through December 31, 2019)
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I " >rnal Audit Report 2020-016: Riverside County Executive Office, Countywide
Procurement Card Audit

Audit Objective

Our audit objective is to provid an i lependent assessment about the adequacy and
effectiveness of internal of internal controls over the use of the procurement cards.
Internal controls are processes designed to provide management reasonable assurance of
achieving efficiency of operatic s, compliance with laws and regulations, a 1 reliability
of financial and nonfinancial information.

Audit Scope and Methodology
We conducted the audit from December 2, 2019, through March 31, 2020, for operations

from July 1, 2017, through December 31, 2019. To accomplish our objectives, we
perform 1 the following;:

¢ Rev’ wed county policies and procedures, specifically:

e County of Riverside Procurement Card Program, Procedure Han_ ook (last
revised 8/1/2016)

e Board Policy A-62, Credit Card Use
e Board Pol’ y D-1, Reimbursement for General Travel and Other Actual and Necessary
Expenses

o Obtained and analyzed depa..nent policies and other documents to confirm
compliance with county’s procurement card policies and procedures.

e Analyzed procurement card data pulled from Riv :side County financial systems and
U.S. Bank for the audit period.

e Examined cardholder transaction logs, receipts, and credit card statements.
e Selected a sample of ~ur ased items for physical existence of items.

e Verified for appropriate levels of management review and approval.

e Obtained and reviewed a listing of all procurementcard ' “ders.

o Interviewed key personnel regarding procurerr 1t card internal controls and their
processes.
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" iternal Audit Report 2020-016: Riverside County Executive Office, Countywide
Procurement Card Audit

Audit Highlights
Existing Conditions
The current processes have not mitigated the following risk areas:

¢ Procurement card single purchase dollar limitation was circumvented by using two
different procurement cards. his weakens internal controls designed to ensure
procurement cardholders adhere to coun* regulations, policies and procedures, and
procurement requirements.

Required ice quotes for procurement card expenditure exceeding $5,000 was not
obtained as specified in the Riverside County Procurement Card Program Procedure
Manual.

e Multiple transactions considered unallowable under the Riverside Cou ty
Procurem t Card Program Procedure Manual were made with a procurement card.

* Adequate supporting documentation was not provided for procurement card
expenditures. Supporting documentation is an essential element of internal control as it
ensures transactions are reasonable and accurate.

Improvement Opportunities
The improvement opportunities are in the following areas:

» Ensure procurement cardholders are in compliance with the Riverside County
Procur nent Card Program Procedure Manual. Specifically, en re purchases are not
split to circumvent established single-transaction limits, competition is sought on all
purchases where required, purchases are for aliowable items, and adequate supporting
documentat n " provided for ex nditures.

Audit Conclusion
Based upon the results of our audit, we identified opportunities for improvement of

internal controls relating to restricted use of procurement cards and supporting
documentation requirements for expenditures.
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Internal Audit Report 2020-016: Riverside County Executive Office, Countywide
Procurement Card Audit

card statement, tt EO identified the unallowable purchases. As a result, the employee

was required to reimburse the unallowable expenses and was counseled on utilizing the

procurement card appropriately. As mentioned above, the ACO confirmed employee
imbursement.

The Executive Office provided the supporting documentation in question to support the
procurement card expenditure during the audit process.

The Executive Office makes every effort to ensure that detailed receipts accompany
charges posted on the procurement card holder statem 1t(s). In events where receipts are
not available, it is comme practice that the department includes a missing receipt form.
In this instance, the department was unable to recover the original submitted documents
presented for | y 2nt. However, to ensure compliance, the department rovided a
missing receipt form for reference.

Tl Executive Office receives credit for cancelled flights against future flights and not as
a monetary credit to our P-Card. This is the practice of the airline provider.

The Executive Office has provided responses for each instance noted above. In: dition,
the EO has estal...shed processes to ensure compliance which includesa . conciliation of
charges, credits, refunds and audits. We have also built in re-training of the procurer mnt
card process ar  send out reminders as analogies are identified.”

Actual/estimate Date of Corrective Action: No additional corrective action is required
Auditor Comment:

Riverside County PeopleSoft Financial System can accommodate rus.. request and
overnight payments. It is recommended for department to utilize this method of payment

when reasonably possible for transparency and to not circumvent county purchasing
policies and procedures.
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